Pexomenpanunu Munucrepcrsa uugpoBoro pa3BuTus, CBS3H
H MacCcOBbIX KOMMYHUKauHil Poccniickoii @enepaunu no 3pPpeKTuBHOMY
PACNoO3HABAHUIO (PHIIMHIOBBIX MUCEM

OummHr (aHr. phishing) — BUI MHTEPHET-MOIIEHHUYECTBA, LETBE) KOTOPOTO
SBJIICTCA TOJMYYEHUE MICHTU(PUKAIMOHHBIX JAHHBIX [OJIB30BATENEH (JIOTHH,
napoJib, HOMEP KPEIWTHOM KapThl U APYroi KOH(QUACHUHATBHONH MHPOPMALH),
a TaKKe 3aMyCK BPEIOHOCHOTO MPOrPAMMHOTO OOECHEUEHUSI HAa KOMITBIOTEPE
NOJIB30BATENS.

Takoil  BUA  WHTEPHET-MOLICHHMYECTBA, KAaK  MPaBWIO, OCHOBAH
HA MCHXOJIOTUYECKON MAHMIMYJISIIMA W €ro LENb — BBIBECTH UYEIOBEKA HA TaKWE
SMOLIMH, KaK HHTEPEC, CTPAX, KAJAHOCTb, 3JTOCTb, KEJIAHUE MOMOYb. ITO MO3BOJISIET
0cnabuTh KOHUEHTPALMIO YEIIOBEKA, YCHIUTE €10 OAUTEIbHOCTb.

Tak, MPUMEHEHUE PANTMYHBIX MICUXOJOTUYECCKUX MPUEMOB IETACT TAKOW BUJ
WHTEPHET-MOIIEHHUYECTBA YPE3BbIYAHO 3(PPEKTUBHBIM, B TOM YHCIIE B OpraHax
rOCYIapCTBEHHOM BIACTH.

Ilpumep. /s 310y mviutieHHuKa He cocmasisem mpyod HAlmu 6 OMKpPbLIbLX
UCMOYHUKAX UHGopmayuio o cmpykmype Bawieeo opeana enacmu, onpeoeiums
KIH0YEBbIX OONIICHOCMHbBIX JUY U OOMeH KOPHOpAMuSHoU noymel Baweeo opzawna
guacmu. Omo No360Jislem JNOYMIUMIAEHHUKY COeNdmsb QUUIUHEOBYIO PACCHLIKY
NpUMepHo cleoyiouye2o cooepaicanus: « Yeasicaemwiii ....! B nepuoo ¢ 1 mapma no 3
anpensi  Ynpasienuem un@opmayuonnuix mexHoaoculi NpousBoOOUmMcs: pecusus
NOYMOBBIX AWUKOE COMPYOHUKOG ... Bce wneucnonvzyemvie noumsi 0OyOym
omxnoyensl. Eciu 8v1 NONYYUIU OGHHOE NUCOMO U WIAHUPYEme UCNONb306dMb
OaHHbIll NOYMOBLLI AWuUK 6 Oyoywem, npocbbd ONepamueHO GOUMU 6 JTUYHbLI
KabuHem no cieoyioueti CColike: ... ... »

[Tpu 3TOM CCBUTKA, KOHEYHO K€, BEACT Ha MOAACTBHYIO (POPMY aBTOpU3aluu B
KOPIIOPaTUBHYO MMOYTY. ECIIM TOT WK MHOM COTPYAHUK OpraHa BJIIaCTH BOBPEMS HE
NOWMET, YTO JaHHAs PACChUIKA SBJISCTCS (PMINMHIOBOM, W MEPENAET MO CCBUIKE, OH
OK@)KETCS Ha CTPAHULIE, KOTOPAsi BHEIIHE HEOTJIMYMMA OT HACTOSIIER (POPMBI BBOIA
VYETHBIX HaHHbIX. KOHEYHO »Ke, BBEIAsd JIOTHH M Iapojib, TaKOW COTPYAHHUK
«TOOPOBOJIBHOY» MEPEAACT UX 3IIOYMBILIUICHHUKAM.

IlepBoHaya/ibHBIE AEHCTBHUS NPH NMOJYYEHUH JIEKTPOHHOTO MUCHMA:

Ecimm Bel mosyunnu muceMo, B KOTOpoM OT Bac TpeOyroT kakoro-nmudo
B3aUMOJICHCTBHS, B TOM 4YKCIE HE3AMEAJIUTEIBHOTO, WM K€ TaKoe MUCHMO
BBI3bIBACT y Bac 000MbITCTBO, YYBCTBO CTpaxa WM MOOY>KAAeT K ACHCTBUSM,
HaMpUMeEp, KOTKPOHY, «ITPOUUTAI», KO3HAKOMBCS», TO 3aAyMaiTech U 3aaiTe cede
CJIEAYIOLLME BOMPOCHI:

OKMJIAK0 JIU S 3TO MUCBMO?
€CTh JIM CMBICJI B TOM, YTO OT MEHS TPeOYyrOT?
3HAIO JIM Sl aBTOPA 3TOr0 NUchbma?
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YBEPEH JIK 51 B 0€30MACHOCTH MOJYYEHHOTO 3NIEKTPOHHOTO MHCchMa?

Ecimm orBeT XO0Ts Obl HA OOWMH M3 O3BYYCHHBIX BBILIIE BOMPOCOB «HETH -
BHAMATEJIBHO MPOAHAIM3UPYHTE COACPKMMOE MUChbMAa M, TPH HEOOXOIMMOCTH,
CBSDKUTECH Ul KOHCYJIBTAMU C NPEACTABUTENIEM TEXHUYECKON MOANECPIKKH
Bamero oprana BiiacTy.

HwmeliTe B BUAY, 4T0 0CO00TO BHUMaHUS TPEOYIOT MUChMA, KOTOPBIE:

COJIEPKAT CCBUIKY JJIsl IEPEX0/Ia HA CTOPOHHMIA pecypc (BO3MOKHO, CCHUIKA
BEJIET HA (PUIIMHIOBBIA NOANENBHBIN pecypc). [Ipu 3TOM elie 60bIIero BHUMAaHUS
3aCITy’KUBAKOT MUCbMA, COAEPKAIIME «KOPOTKUE CCBUIKMY, TaK KaK HEBO3MOXKHO
OTPEACTUTD, KyJ1a BEACT TaKas CChIIKA,

cozepKaT BJIOXKEHUE (BO3MOXHO, (pailyi COACPKUT BPEAOHOCHBIN KO st
3apaKCHHS BAILIEr0 KOMIBIOTEPA);,

COCTaBJIEHBI HA HHOCTPAHHOM SI3BIKE;

UMEIOT OOJBIIOE KOTUYECTBO MOMYYaTEINEH;

cozaepxkat opdorpaduyueckue OmmoOKH;

CBs3aHbl ¢ (pUHAHCOBOW, OAHKOBCKOW C(epoii WM TeONmOJMTUYCCKON
00CTaHOBKOM.

Kak anam3upoBarhb 3J1€KTPOHHbIE THCbMA?

1. IlpoBepbTe aapec oTOpaBHUTENS (AOMEH aapeca SJICKTPOHHOW TMOYTHI,
C KOTOPOW MPHIUIO IUCHMO, JIO/DKEH COBMNAAATh € JOMEHOM, YKa3aHHBIM
Ha O(MUMANBHOM caiiTe OpraHM3alyH, OT UMEHM KOTOPO# sKOObI HaIPAaBIICHO
[MCHMO, a JIOTWH TaKOW MOYTHI, B CBOK 0YepPEb, JOJDKEH COBNANATH C MPUHATON
JIOTUKOW WX TOCTPOCHMS B TOM WM WHOUM opranuzaiuu). [lpoeepsiite aapec
OTIPABUTENSA, JAKE B CIyYae COBNAACHUS UMEHU C YK€ U3BECTHBIM KOHTAKTOM,

2. IlpoBepbTe MOJSHOE HMMsI OTOPABUTENS (AJII MPOBEPKU MOJIHOTO MUMEHH
OTIPABUTEIIS, HABEAUTE KyPCOP MBILIKK HA YKA3aHHOE B MUCbME UM OTITPABUTEIA )
M 3areM [OPOAHAIM3UPYNTE BBICBETUBIIWNCA aapec JJIEKTPOHHOW  ITOYTHI
B COOTBETCTBHUM ¢ MH(pOpMaLUEil U3 0OPUIMATBHBIX HCTOYHUKOB (CM. TTYHKT BBILIIE);,

3. llpoBepbTe, TpPH HAIMYHMH, CCBUIKH, OAXKE €CIU MUCBMO TOJYyYEHO
OT Jpyroro mnonw3oBarens Baield WHQOPMALMOHHOW CHCTEMBI, M TIOMHHUTE
0 TOM, 4TO caM (paKT HarpasjicHus Bam 1o 37EKTPOHHON MOYTE CCHIIOK, BEAYILIHAX
Ha CTOPOHHUI PeCypce, ABIAETCA MOA03PUTEIBHBIM:

- oOparuTe BHMMaHHWE HA HA3BAaHWE caiiTa, HA KOTOPbIi Bam mpemnararor
nepeiTu. B HeM MOKET ObITh M3MEHEH NMOPAAOK OYKB WM, HAMPUMED, HEKOTOPHIE
OykBBI MOTYT OBITH 3aMEHEHBI HA LU(ppel (Hanpumep, www.sObranie.ru). Kpome
TOTO, JUIS BBEICHUS B 3a0NMy’>KACHHE 3JOYMBILUICHHUKOM MOTYT  OBITh
UCIOJIb30BaHbl CIENUAIM3UPOBAHHBIE CEPBUCHI COKPALLEHUS CCHUIOK (HampuMmep,
bit.ly, tinyurl.com);

- HABEJAWTE KYpPCOP MBIIIKM HAa CCBHUIKY (He Ha’KuMasi Ha Hee, CChbLIKA
NOSIBUTCHA WM PSIOM € KypPCOpPOM WM B JIeBOil HIIKHEH 4YacTH OKHA)


http://www.sObranie.ru
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n nposepbTe, 4T06bI URL, yKasaHHbIA B 3MeKTPOHHOM coobueHnn, n URL,
0TOOpaXXaemblil NPy HaBeEHUM Kypcopa Ha CCbINIKY, coBnagjanu;

- TakXXe Bbl MOXeTe BpYyUHY (He Konupysa ee) BOUTb MONYYEHHYK CCbINKY
B CTPOKe NOUCKOBOW cucTtembl (AHAeKE, mail.ru n ap.). Tako meToA N03BONMT Bam
3aMeTUTb BO3MOXHble «OLIMOKM» B MOYYEHHOW CCbINKE;

4. TpoBepbTe HaNMumMe BNOXEHUIA. Ecnn oTnNpaBuTeNb, 3NEKTPOHHOE MUCbMO
N NMPUYNHA, MO KOTOPOM Bac npocAT OTKPbITb BIOXEHMWE, Bbi3blBaeT [JaXe caMoe
He3HauYnTeNbHOE NOA03PEHNE - HU NPU KaKUX 06CTOATENbCTBAX HE OTKPbIBANTE Ero.

5. Ob6pawainTe BHMMaHMe Ha BO3MOXHble oOMnevaTku, opdorpaguyeckne
OLWNOKN, 6ONbLIOE KOMUYECTBO MPOMUCHLIX OYKB, COBMNajfieHWe Ha3BaHuUM
opraHusauuMn, WMMeHW OTnpaBuUTENss U COAEPXMMOro B TEKCTE 3/1EKTPOHHOro
NUCbMa;

6. EcnM nony4vyeHHoe MUCbMO BbI3blBAaeT COMHEHUS, MO BO3MOXHOCTMH,
CBSXXKMTECh C OTNPaBUTENIEM MM CO CNPABOYHOM OpraHM3aLnmn, oT KOTOPOM NPULLIIO
Takoe 3/IEKTPOHHOE MUCbMO, NO APYroMy KaHany cBA3u. [py 3TOM KOHTaKTHbIE
NlaHHble HY>KHO 6paTb 13 aBTOPUTETHbLIX UCTOYHMUKOB, HanpuMep, Ha ouumnanbHOM
calTe opraHusaunun, a He U3 HanpaeneHHOro Bam nucbMa.

UTo fenatb, ecnv Bbl 06HapyXnUnm ULLMHIOBOE MUCbMO?

1. He nepexoanTe Mo ccbiike, 0COBEHHO, eCNN OHW ANIMHHbIE UK, HA060POT,
C03/aHbl NPY NOMOLLM CEPBMCOB COKpALLLEHMA CCbINOK;

2. He HaXXmumanTe Ha CCbI/IKK, eCIN OHWN 3aMEHEHbl Ha C/10Ba;

3. He KonupynTe afpec CCbINKu;

4. He OTKpbIBalTe M He CKayMBaWTe B/IOXKEHMSA, OCOOEHHO, €CNM B HUX
coaepxXarcsi OOKYMEHTbl C MakKpocamu, apxuBbl C NaponsMu, a TakxXe (dainsbl
¢ pacwunpeHmamm RTF, LNK, CHM, VHD;

5. He nogrpy»ante KapTUHKN OT HE3HAKOMbIX NOJENR;

6. He 3anyckainTe MakpocCbl B OOMCHbIX NPUIOXKEHUAX (Makpoc - 3TO Habop
KOMaHg U WHCTPYKLUWNA, rpynnupyemblx  BMecTe B  BuAe  eduHON
KOMaHAbl ans aBTOMaTWNYECKOro BbIMO/IHEHUS 3afjaun.);
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7. He nepecbinante nnucbma Konneram;

8. lMpouH(popMupyinTe Ccnyxoy TeXHWYECKOW MOALEePXKN CBOEro opraHa
BnacTu/agMuHmcTpaTopa UHPOPMaLMOHHON CUCTEMbI, HANpPaBMB MY MOMYYEHHOE
MNCbMO KaK B/IOXKEHMWE;

9. Ypanute PULLINHIOBOE NMUCbMO.



